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Konfigurasi VLAN trunk dan access interface pada R1
Konfigurasi bridge interface VLAN 10 dan VLAN 20
Konfigurasi VLAN Access pada port ether 3 dan ether 4
Konfigurasi IP address pada R1

IP address lokal area

IP address VLAN

DHCP server untuk VLAN

Konfigurasi IP DHCP untuk client PC / laptop
Lakukan uji konfigurasi dengan ping dari client ke R1
Konfigurasi backbone iBGP / internal BGP pada R1
Konfiurasi IP address pada R2

Konfigurasi iBGP peering pada R2

. Lakukan ujicoba ping pada R2 menuju client PC/Laptop VLAN 10 dan VLAN 20
. Konfigurasi Wireless AP pada R2 SSID, password wireless

. Konfigurasi IP address pada WLAN interface

. Konfigurasi DHCP Server untuk client WLAN

Apabila diminta untuk menghubungkan ke internet (ISP) melalui R1, berikut ini langkahnya

Konfigurasi DHCP client pada interface ISP di R1

Pastikan gateway ISP dan DNS sudah benar

Lakukan ujicoba dengan ping dari R1 menuju gateway ISP

Konfigurasi firewall NAT pada interface ISP R1 dengan action masquerade

Tambahkan default route 0.0.0.0 pada R2 menuju gateway R1
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# Konfigurasi interface VLAN R1

1. Konfigurasi bridge interface untuk VLAN 10 dan VLAN 20

Buatlah interface bridge untuk menggunakan fitur switch chipset dan hardware offload pada router

1 3 eriage > bridge1 o x

| General STP VLAN Status Traffic

| Enabled LS |
X Remove
Comment

4 Actions

Name | bridge1] \

Torch
Typei{ Bl Reset Traffic Counters
MTU +
Actual MTU 1500
L2MTU 1598
MAC Address  64:D1:54:F5:72:E2
ARP | enabled
ARPTimeout +

| Admin. MAC Address  +

Ageing Time = 00:05:00
Max Learned Entries  auto

IGMP Snooping
DHCP Snooping

Fast Forward

[ RUNNING | Cancel oK

Pada interface bridge yang telah dibuat tambahkan interface ether 3 dan ether 4 agar menjadi bagian
dari bridgel

| 3f ports > ethers S | 3f ports > ethers S %

) 5T | VLAN | Status General STP  VLAN = Status

& Copy
Enabled . n Enabled & Copy
emove
Comment ErT % Remove
Interface | ether3 ~) Interface [ ethers «]
Bridge bridgel 5 Bridge bridgel v
Horizon + Horizon +
Learn auto ¥ Learn auto ¥
Unknown Unicast Flood Unknown Unicast Flood
Unknown Multicast Flood Unknown Multicast Flood
Broadcast Flood Broadcast Flood
Trusted Trusted
Hardware Offload Hardware Offload
Multicast Router  Temporary Query - Multicast Router = Temporary Guery 5
Fast Leave Fast Leave
HW. OFFLOAD Cancel oK [ mnecTive | Hw. oFFLOAD Cancel oK
# ~ P Interface Bridge Horizon Trusted Fastleave BPDUGuard PVID Frame Types Forwarding Role Edge Port Point To Point P.. Actual P.. Root:
0 H H# ether3 bridgel no no no 1 admitall yes designated port  yes yes 200000

1 IH H# ethers bridgel no no no 1 admitall



Selanjutnya kita akan konfigurasi switch chipset pada RouterOS

pilih menu switch - ports

ubah ether3 VLAN Mode : secure, VLAN Header : always strip, default VLAN ID
10

ubah ether4 VLAN Mode : secure, VLAN Header : always strip, default VLAN ID
20

T Port > ether3 o X TN Port > ethers °ox
Name | ether3 Name I: ethers :I
Switch  switchl Switch  switchl
VLAN Mode secure ¥ VLAN Mode = secure v
VLAN Header always strip v VLAN Header  always strip -
Default VLANID 10 - Default VLANID 20 =
Cancel A OK Cancel A oK

ubah switchl cpu VLAN Mode : secure, VLAN Header : leave as is, default VLAN ID
10

m ) B T Ports o X
e sl cpu 5 Q Find ¥ Filter
r ; 3 P Name ~ Switch VLANMode  VLANHeader DefaultVLANID =
Name | switchlcpu | i
% s etherl switchl disabled leave asis Q
Switch switchl ether2 switchl disabled leave asis 0
ether3 switchl secure always strip 10
VLAN Mode secure b etherd switchl secure always strip 20
VLAN Header leave asis v ethers switchl disabled leave asis Q
switchl cpu switchl secure leave asis a
Default VLANID O =
Cancel ) 0K
6 b Live
pilih menu switch - vlan
konfigurasi sebagai berikut
VLAN ID : 10
Ports : ether3 dan switchil cpu
tambahkan kembali untuk VLAN 20
VLAN ID : 20
Ports : ether4 dan switchil cpu
T VLAN > 20 o ox T vLaN > 10 o ox
Enabled & Copy Enabled @ Copy
e % Remove Eoament % Remove
switch [ switchl v Switch | switchl ~]
VLANID 20 VLANID 10
Ports | etherd4 ol i s Ports | ether3 v [l il
switchl cpu ol switchl cpu ol (5=l
Independent Learning Independent Learning
Cancel Apply OK Cancel Apply oK
m VLAM O X

L5 New ([ Enable (J) Disable ) Remove Q Find ¥ Filf

@ F  Switch ~ VLANID Ports =
switchl 20  etherd, switchl cpu
switchl 10 ether3, switchl cpu




2. Konfigurasi interface VLAN Router 1 (R1)
Tambahkan interface VLAN 10 dan VLAN 20 pada interface bridge1l

[admin@MikroTik] > interface vlan add interface=bridgel name=vlanl0 vlan-id=10
[admin@MikroTik] > interface vlan add interface=bridgel name=vlan20 vlan-id=20

[E vLaN > vian10
General LoopProtect Status | Traffic

Enabled

Comment

Name vianl0
Type VLAN
MTU 1500
Actual MTU 1500
L2MTU 1594
MAC Address = 64:D1:54:F5:72:E2
ARP  enabled
ARPTimeout +

VLANID 10
Interface  bridgel
Use Service Tag

MVRP

oX

@ Copy
X Remove
£ Actions

Torch

Reset Traffic Counters

0K

[E1 VLAN 5 vian20

General LoopProtect Status | Traffic

Enabled

Comment

& Copy

* Remove

£ Actions

Name [ vian2q|

Type

MTU

Actual MTU
L2MTU

MAC Address
ARP

ARP Timeout

VLANID
Interface
Use Service Tag

MVRP

3. Konfigurasi IP Address VLAN interface R1

[admin@MikroTik] > ip address add address=192.168.10.1/24

VLAN

1500

1500

1584
64:D1:54:FB:72:E2
enabled

+

20
bridgel

Torch

Reset Traffic Counters

Cancel oK

interface=vlanil0

[admin@MikroTik] > ip address add address=192.168.20.2/24 interface=vlan20

'-";-'- Address > 19216810.1/24

Enabled

Comment

Address |: 192 168.10.1/24

Network  192.168.10.0

Interface vlanld

Cancel

7 192.168.10.1/24
+ 192.168.20.1/24

@ Copy

X Remove

QK

3;-'- Address > 192168.201/24

Enabled
Comment

Address | 192.168.20.1/24

MNetwork

@ Copy

5
[

x

»® Remove

Interface vlan20

192.168.10.0
192.168.20.0

vlanl0

vlan20

192.168.20.0

Cancel

0K

4. Konfigurasi DHCP Server untuk client PC / Laptop dengan interface VLAN 10 dan

VLAN 20

|:!! DHCPServer - DHCP Networks Leases Options OptionSets OptionMatcher Alerts

|L°-New

F Name ~ Interface

Lease Time

Q Find ¥ Fiter [

Address Pool AddA.. IF
DHCP Setup

{©@ Configuratior

DHCP Config




¥! DHCP Setup o ox

Select interface to run DHCP server on

DHCP Server Interface [vlanlﬂ -]
Status:
Gance =
¥! DHCP Setup oox

Select network for DHCP addresses

DHCP Address Space ~ 192.168.10.0/24
Status:
concer . (TN O
¥4 DHCP Setup o ox

Select pool of ip addresses
Addresses to Give Out

given out by DHCP server

192.168.10.2-192.168.10.254 = s

Status:

concel - (T T

¥4 DHCP Setup oox

Select DNS servers

DNSServers | 11.1.1 = || +
(8824 ] -+
Status
S oo | tex
P Mame ~ Interface
dhcpl vlanl0

Uji Coba pada PC 1 dan laptop

¥! DHCP Setup oo

Select interface to run DHCP server on

DHCP Server Interface  vianl0 -
Status:
cance —»
¥! DHCP Setup o ox

Select gateway for given network

Gateway for DHCP Metwork  192.168.10.1

Status:

SN - | e

¥4 DHCP Setup 0 ox

Select DNS servers

Add DNS
Status
cancel (I
¥ DHCP Setup o ox
Select lease time
Lease Time 00:30:00
Status:
cancol - (0 50
Relay Lease Time Address Pool AddA..

00:30:00 dhcp_pool0  no

Konfigurasi interface PC dan laptop menggunakan DHCP

lakukan ping pada IP Gateway yang didapatkan dari DHCP server VLAN 10 atau VLAN 20

noqueue state UNKMNI

te UP grou

¢ noprefixroute e




6. Konfigurasi BGP pada R1

v untuk R1 dengan konfigurasi BGP sebagai berikut :

IP eBGP : 10.20.20.1/30
interface : ether5

AS number : 100

buka menu - routing - BGP

v Buatlah instance baru pada menu BGP

G Instances > bgp 100 o ox

Enabled G
¥ Remove

Name | bgp 100] )
Routing Table +

VRF +
RouterD +
AS 100 -1+ -
ClusteriD  +
Ignore ASPath  +

Cancel 0K
v Buatlah template baru pada menu BGP
2G Templates > default o X l
General Extra Attributes = Filter
Enabled & Copy
Comment it Jtir
Name | defaul]
AS 100 =
AFl  +
Multihop +
Templates +
Cancel oK
v Buatlah connection baru dengan konfigurasi sebagai berikut :
Name : bgp 100
instance : bgp 100
AS 1 100
remote address 1 10.20.20.2/30
remote AS 1 200
local address 1 10.20.20.1

local role : ebgp



G Connection » bgpl00 8 X

General Extra Attributes  Filter

& Copy

% Remaove

Enabled

Comment

Name | bgp100|
Instance bgp 100 -

Template +
AS 100 =/ A =
AFI +

RouteriD +

Remote Address  10.20 20 2/30 ¥
Remote Port +
Remote AS 200

Remote Allow AS  +

Local Address  10.20.20.1 v J
LocalPort +
LocalRole ebgp >
TCPMD5Key +

v Advertasing network agar bisa terhubung dengan bgp

Buatlah address list pada menu ip — firewall — address list isikan seperti ini :

list : bgp-network
address : 192.168.10.0/24
list : bgp-network
address : 192.168.20.0/24

4
¥ AddressLists > bgp-network a X “s Addresslists > bgp-network aox
& Coj
Enabled & Copy | Enabled Py
® Remove
Comment SRR Comment
List [ bgp-networ - | List | bgp-networ -
Address = 192.168.20.0/24 I Address 192.168.10.0/24
Timeout + | Timeout +
Creation Time = 2025-11-04 14:53:26 CreationTime = 2025-11-04 14:53:08
Cancel OK Cancel OK
v memasukkan daftar address list pada konfigurasi BGP

masuk menu - routing - BGP - filter
isikan dengan output network : bgp-network

X Connection > bgpl00 o x

General Extra Attributes = Filter

Input Filter & Copy
Input Accept NLRI 7t ey
Input Accept Communities
Input Accept Ext Communities
Input Accept Large Communities

Input Filter Communities
Input Fifter Ext Communities

Input Filter Large Communities

e I S

Input Filter Unknown

Output Filter  +
Output Selection Policy  +
Output Network  bgp-network v -

Cancel oK



# Konfigurasi Router 2 (R2)

Untuk router 2 (R2) kita akan mengkonfigurasi routing BGP dan WLAN AP

1. konfigurasi interface R2 sebagai berikut :

ether 5 :10.20.20.2/30
WLAN :192.168.30.0/24
35'1 Address List O X

L4 New ([ Enable () Disable €J Remove Q Find ¥ Filter

(— M Address ~ Network Interface =
| & 192.168.30.1/24 192.168.30.0 ether3
& 10.20.20.2/30 10.20.20.0 ethers

2. konfigurasi BGP pada Router 2

v" masuk ke menu routing - BGP - instance

2 Instances > bgp200 o ox
Enabled & Copy
X Remove
Name | bgp200] ]

Routing Table +
VRF | +
RouteriD +

AS 200 — I + =
ClusteriD +
lgnore AS Path  +

Cancel oK

v" masuk ke menu routing - BGP - template

2 Templates »  default a X

General Extra Afttributes Filter

Enabled & Copy
T * Remove
Name \:clefau\t| :I
AS 200 =
AFl +
Multinop +

Templates +



v" masuk ke menu routing - bgp
X Connection > peerl

General Extra Attributes = Filter

Enabled

Comment

Name
Instance
Template +
AS

AFI

2
i

RouteriD L

Remote Address 1
Remote Port
Remote AS

Remote Allow AS

Local Address 1

Local Port  +
LocalRole el

TCP MD5 Key

Multihop
TXTTL
Rx Min TTL

v apabila terhubung pastikan

Instances Sessions

- connection

a

& Copy

X Remove

peerl
bgp200

00 +

0.20.20.1

0.20.20.2/30

020201

bop

Cancel 0K

status dari bgp established

DG BGP - Connection Templates VPN

@, Find ¥ Filter [@
P Name ~ PrefixCount Uptime Remote Add.. Remote.. Remot.. RemotelD Remote Cap.. Local Addre.. Local.. LocallD Local Capab.. InputFilt=
| E peerl-1 2 00:04:49 10.20.20.1 100 ip 192.168.20.1 mprrenhe.. 10.20.20.2 ip 192.168.30.1 mprrasigr

v' berikut tabel routing dari

Router 2 (R2)

¥4 Route List
5 New Q, Find
F Dst. Address ~ Gateway Distance
DUCI = 10.10.10.0/24 etherl ]
DAC < 10.20.20.0/30 ethers ]
DAb 5 192.168.10.0/24 1020201 20
DAb  192.168.20.0/24 10.20.20.1 20
AS & 192.168.30.0/24 1
D 5 192.168.30.0/24 255
pucI & 192.168.30.0/24 ether3 1]

o

®

Y Fitter % all -
Routing Tab.. Pref=
main
main
main
main
main
main

main



v Konfigurasi neighboor network pada R2
Buatlah 1list ip address di Router 2 pada menu
ip - firewall - address list

35! Address Lists » bgp-network o X
Enabled oy
COmment ® Remove
List bgp-network »

Address 192.168.30.0/24
Timeout +

Creation Time  2025-11-04 12:33:59

Cancel Apply 0K

- 3;1 Firewall - FilterRules NAT Mangle Raw ServicePorts Connections Addresslists Layer7 Protocols & X
Ci vew () Enabie () Disable €3 Remove Q Find Y Filter ¥ all ~
ﬂ - List v Address Timeout Creation Time —
= bgp-network 192.168.30.0/24 2025-11-04 12:_.

v Masukkan address list di atas pada konfigurasi filter di BGP connection

L]
®

2 Connection > peerl

General Extra Attributes Filter

& Copy

* Remove

Input Filter

Input Accept NLRI

Input Accept Communities

Input Accept Ext Communities
Input Accept Large Communities

+F= [+ [+ +][+

Input Filter Communities

-+

Input Filter Ext Communities

+

Input Filter Large Communities
Input Filter Unknown  +

Output Filter +
Output Selection Policy +
Output Network  bgp-network v =

Cancel Apply oK




# Catatan Konfigurasi BGP di RouterOS V6

v Jika kalian melihat menu pada routing BGP Routeros versi 6 sebagai berikut :

:)(: BGP - Instances VRFs Peers Metworks Aggregates VWPM4Routes Advertisements <& 2
5 New Q Find ¥ Filter

F MName ~ AS Router ID QOut Filter Confed.. Confed.. ClusteriD —

v Pada kasus ini saya akan konfigurasi router 2 dengan BGP dengan pengalamatan
sebagai berikut :

AS Number : 200
IP address BGP :10.20.20.2/30
IP wlan :192.168.30.0/24

v Pada Instances baru dan masukkan konfigurasi AS, Router ID

2 Instances > bgpl00 a ox
Enabled CoHE)
* Remove
Comment

Name \ bgp200‘
AS | 200

RouteriD 10.20.20.2 =

Redistribute Connected
Redistribute Static
Redistribute RIP
Redistribute OSPF
Redistribute Other BGP

Out Filter
Confederation +
ConfederationPeers +
ClusteriD +
Routing Table +
Client To Client Reflection
Ignore AS Path Length

et (T GCED




v Pada menu Peers tambahkan dengan memasukkan nama, instance, remote
address dan Remote AS :

Remote AS : 200
Remote Address :10.20.20.1

2 Peers > bgpl00 o ox

General Advanced Status

Enabled S Cony
Comment * Remove
4Z Actions

Name 100
bop Refresh

Instance  bgp100 Refresh All

Remote Address  10.20.20.1
Resend

Remote Port  + Resend Al
Remote AS 200
TCPMD5Key +
Nexthop Choice  default
Multihop

Route Reflect

Hold Time 180
Keepalive Time +
TTL | 255
Max Prefix Limit  +
Max Prefix Restart Time +

In Filter

Out Filter

AllruAS I 4

State: idle

Cancel OK

v Perhatikan status atau STATE BGP pada menu Peers, apabila terhubung dengan
R1 BGP maka harus Established, apabila belum maka periksa kembali konfigurasi
BGP baik di R1 dan R2.

v Konfigurasi Advertasied Network pada BGP Router 2 (R2)
Masuk ke menu BGP - Network
Tambahkan Network Baru yaitu IP WLAN 192.168.30.0/24

C Networks > 192.168.30.0/24 o0 X
Enabled & Copy
Comment ¥ Remove

Network [ 192.168.30.0/24

Synchronize

Cancel 0K



# Konfigurasi WLAN AP di Router 2 (R2)

Untuk konfigurasi WLAN di R2 kita harus memastikan bahwa interface WLAN sudah

enable terlebih dahulu. Silahkan cek pada list menu wireless

WiFi Interfaces

5 Wireless Tables - WE0G Station  NstremeDual Accesslist Registration
C4 New (D Disable

F Name ~ Type Actual MTU MAC Address ARP

4 wilanl Wirgless (Atheros 1500 BC-3B6B:E1:F3:.. enabl. stati.

v Klik 2x pada interface WIFI interface di atas, kemudian masuk ke tab Wireless,
hidupkan slide button Advanced Mode

i Wireless (Atheros AR9300) >

General Wireless DataRate

Mode

Band

Channel Width
Frequency

SSID

Radio Name
ScanlList

Skip DFS Channels
Wireless Protocol
Security Profile
Interworking Profile
WPS Mode

Frequency Mode
Country

Installation

WMM Support
Bridge Mode

VLAN Mode

wilanl X
Advanced HT WDS | Nstreme NV2 TxPower CurrentT: Status Traffic

@ Advanced Mode

ap bridge

2GHzZ-BIG % Actions
20MHz Torch

2412 Reset Traffic Counters
No-Absen100 i WPS Accept
BC3BEBEIF3FS WPS Client
default o | Setup Repeater
disabled Scan

any Freq. Usage...
default Align...
disabled Sniff...

push button Snooper..

Reset Configuration
regulatory-domain Reset MAC Address
etsi
any
disabled >
enabled %
notag

searching for network

v' Sesuaikan konfigurasi Wifi / WLAN AP sebagai berikut :

Security Profiles

Mode Band Chan.. Freque.. SSID

Mode : ap bridge
Band : 2GHz-B/G
SSID : No-Absen-XX

Security profile : default

v" Masuk ke tab security profile

——

5 Wireless Tables - WiFiinterfaces W60G Station MNstremeDual  Access List Registration Connectlist SecurityProfiles Channels Interworking Profiles
% New () Enable () Disable — aFfind VF
P Name ~ Type Actual MTU MAC Address ARP Mode Band Chan.. Freque.. SSID Tx Rx
(o wilanl Wireless (Atheros 1500 6C:38:6B:E1:F3:.. enabl. apbr. 2GH. 20M_ 2412 NO-ADS. 0bps
4 WirelessTables - WiFilnterfaces W60G Station MstremeDual Accesslist Registration Connectlist SecurityProfiles Channels Interworking Profiles
O New
P Name ~ Mode Authenticat.. UnicastCip.. Group Ciph.. WPAPre-Share.. WPA2Pre-Shar...
*  default none



v Klik 2 kali pada default, untuk memasukkan password AP yang telah dibuat

Name : default
Mode : dynamic keys
dan centang semua authentication types, unicast types, group chiphers

masukkan password pada WPA Pre-shared key

i Security Profiles > default o X

General RADIUS EAP StaticKeys

& Copy
X Remove

Comment

Name default
Mode | dynamic keys

Authentication Types (@ WPAPSK (8 WPA2PSK
WPAEAP (§ WPAZEAP

Unicast Ciphers [ aesccm (@ tkip
Group Ciphers [ aescem (§ tkip

WPA Pre-SharedKey | *ee=rree

WPA2 Pre-SharedKay [ «««x+s2«

supplicant identity = MikroTik
Group Key Update ~ 00:05:00

Management Protection disabled

Management Protection Key

Disable PMKID

N oo | o

v Tambahkan IP address untuk interface WLAN AP

3;1 Address » 192168.30.1/24 o X

& Copy

% Remove

Enabled

Comment

Address 192.168.30.1/24
Network = 192.168.30.0 =
Interface = wianl *

Cancel Apply OK

v" Buat DHCP Server untuk client WLAN AP

vi
¥ DHCP setup Ao ¥4 DHCP Setup o X
Select network for DHCP addresses

DHCP Server Interface | wlanl ~ i DHCP Address Space  192.168.30.0/24 N

Select interface to run DHCP server on

Status: : Status: :

Cancel 3 Sl eeck ] Next

¥! DHCP Setup °ox
Select gateway for given network
Gateway for DHCP Network = 192.168.30.0 k

Status: 3

o (D) D



v Apabila terkoneksi dengan client melalui WIFI AP, maka status WLAN akan
berubah menjadi running

i WirelessTables - WiFilnterfaces W60G Station NstremeDual Access List Registration ConnectList SecurityProfiles Channels Interworking Profiles

O New Q Find %
: P Name ~ Type Actual MTU MAC Address ARP Mode Band Chan.. Freque.. SSID Tx Rx
L. R <o wlanl Wireless (Atheros 1500  6C:3B:6B8:E1:F3:. enabl. apbr.. 2GH 20M 2412 No-Abs 0bps

#Konfigurasi R1 dengan ISP

Konfigurasi R1 dengan ISP melalui ether 1 seperti pada topologi di atas adalah sebagai
berikut :

v Hidupkan DHCP Client pada interface ISP di R1
v Pastikan IP address sudah bound pada interface R1

v Tes uji coba ping ke Gateway ISP dari R1
admin@rl] > ping 192.1568.0.1

SEQ HOST SIZE TTL TIME STATUS
B 192.168.8.1 56 64 6ms300us
1 192.168.8.1 56 64 1ms88%us

sent=2 received=2 packet-loss=0% min-rtt=1ms88%us avog-rtt=4ms?4us
nax-rtt=6ms300us

v' Tambahkan konfigurasi Firewall NAT dengan action masquerade

out interface : ether1l
chain . srcnat
action : masquerade

v" Tambahkan rule default route di Router 2 (R2)

%! Routes > 0.0.0.0/0->10.20.201 o ox

|
|
1

General Status MPLS

Enabled o Copy

X Remove
Comment

Dst. Adaress [ 0.0.0.0/0]
Gateway 1020201
Smaets Gty 10.20.20.1%etherS

Local Address

Check Gateway  +
Suppress Hw Offload

Distance

Scope | 30
TargetScope 10

VRFinterface +
Routing Table  main

Pref. Source  +

Blackhole

[icve L stanc | Cancal ok

v Periksa kembali routing table pada Router 1 dan Router 2
v Lakukan tes ping dari client PC/laptop dan AP client ke internet
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