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Konfigurasi VLAN trunk dan access interface pada R1
Konfigurasi bridge interface VLAN 10 dan VLAN 20
Konfigurasi VLAN Access pada port ether 3 dan ether 4
Konfigurasi IP address pada R1

IP address lokal area

IP address VLAN

DHCP server untuk VLAN

Konfigurasi IP DHCP untuk client PC / laptop
Lakukan uji konfigurasi dengan ping dari client ke R1
Konfigurasi backbone iBGP / internal BGP pada R1
Konfiurasi IP address pada R2

Konfigurasi iBGP peering pada R2

. Lakukan ujicoba ping pada R2 menuju client PC/Laptop VLAN 10 dan VLAN 20
. Konfigurasi Wireless AP pada R2 SSID, password wireless

. Konfigurasi IP address pada WLAN interface

. Konfigurasi DHCP Server untuk client WLAN

Apabila diminta untuk menghubungkan ke internet (ISP) melalui R1, berikut ini langkahnya

Konfigurasi DHCP client pada interface ISP di R1

Pastikan gateway ISP dan DNS sudah benar

Lakukan ujicoba dengan ping dari R1 menuju gateway ISP

Konfigurasi firewall NAT pada interface ISP R1 dengan action masquerade

Tambahkan default route 0.0.0.0 pada R1 menuju gateway R1
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10
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PtP BGP
Router 2 (R2) Ether 5 10.20.20.2 10.20.20.0 30
Ether 2 192.168.30.1 |192.168.30.0 |24
(WLAN)
Internet
WLAN
Interface
Client AP DHCP WLAN |192.168.30.0 |24
Switch R1 VLAN Ether 2 VLAN Trunk
Access
Ether 3 VLAN 10
Access
Ether 4 VLAN 20
Access
PC1 DHCP VLAN
10
Laptop DHCP VLAN
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# Konfigurasi interface VLAN R1

1. Konfigurasi bridge interface untuk VLAN 10 dan VLAN 20

Buatlah interface bridge untuk menggunakan fitur switch chipset pada router

S
1 3 eriage > bridge1
| General

Comment

STP VLAN  Status

Traffic

Enabled

Name |

bridge1]

Type

MTU

Actual MTU

L2ZMTU

MAC Address

ARP

ARP Timeout

! Admin. MAC Address

Ageing Time
Max Learned Entries

IGMP Snooping
DHCP Snooping

Bridge

+

1500

1593
64:D1:54:F5:72:E2
enabled

+

+

00:05:00

auto

Fast Forward

U
& Copy |
X Remove
§ 4 Actions
" Torch
Reset Traffic Counters
Cancel oK

Pada interface bridge yang telah dibuat tambahkan interface ether 3 dan ether 4 agar menjadi bagian

dari bridgel

{a) x
| 3f ports > ethers | 3f ports > ethers S %
s STP | VLAN | Status General STP VLAN  Status
& Copy
Enabled . n Enabled & Copy
emove
Comment T X Remove
Interface | etner3 'J Interface | ethers -J
Bridge bridgel 5 Bridge bridgel v
Horizon + Horizon +
Learn auto v Learn auto .
Unknown Unicast Flood Unknown Unicast Flood
Unknown Multicast Flood Unknown Multicast Flood
Broadcast Flood Broadcast Flood
Trusted Trusted
Hardware Offload Hardware Offload
Multicast Router  Temporary Query - Multicast Router = Temporary Guery v
Fast Leave Fast Leave
HW. OFFLOAD Cancel oK [ mnecTive | Hw. oFFLOAD Cancel oK
# ~ P Interface Bridge Horizon Trusted Fastleave BPDUGuard PVID Frame Types Forwarding Role Edge Port Point To Point P.. Actual P...
0 H H# ether3 bridgel no no no 1 admitall yes designatedport  yes yes 200000
1 IH H# etherd bridgel no no no 1 admitall

Root=



Selanjutnya kita akan konfigurasi switch chipset pada RouterOS

pilih menu switch - ports

ubah ether3 VLAN Mode : secure, VLAN Header : always strip, default VLAN ID
10

ubah ether4 VLAN Mode : secure, VLAN Header : always strip, default VLAN ID
20

T Port > ether3 o X TN Port > ethers °ox
Name | ether3 J Name | etners ]
Switch  switchl Switch  switchl
VLAN Mode = secure v VLAN Mode = secure v
VLANHeader always strip v VLAN Header  always strip -
Default VLANID 10 = Default VLANID 20 =
Cancel A oK Cancel A oK

ubah switchl cpu VLAN Mode : secure, VLAN Header : leave as is, default VLAN ID
10

m ) B T Ports o X
e sl cpu 5 Q Find ¥ Filter
r ; 3 P Name ~ Switch VLANMode  VLANHeader DefaultVLANID =
Name | switchlcpu | i
% s etherl switchl disabled leave asis Q
Switch  switchl etnerz switchl disabled leave asis Q
ether3 switchl secure always strip 10
VLAN Mode secure b etherd switchl secure always strip 20
VLAN Header leave asis v ethers switchl disabled leave asis Q
switchl cpu switchl secure leave asis a
Default VLANID O =
Cancel ) 0K
6 b Live
pilih menu switch - ports
konfigurasi sebagai berikut
VLAN ID : 10
Ports : ether3 dan switchil cpu
tambahkan kembali untuk VLAN 20
VLAN ID : 20
Ports : ether4 dan switchil cpu
T VLAN > 20 o ox T vLaN > 10 o ox
Enabled & Copy Enabled @ Copy
e % Remove Eoament % Remove
switch [ switchl v Switch | switchl ~]
VLANID 20 VLANID 10
Ports | etherd4 ol i s Ports | ether3 v [l il
switchl cpu ol switchl cpu ol (5=l
Independent Learning Independent Learning
Cancel Apply OK Cancel Apply oK
m VLAM O X

L5 New ([ Enable (J) Disable ) Remove Q Find ¥ Filf

@ F  Switch ~ VLANID Ports =
switchl 20  etherd, switchl cpu
switchl 10 ether3, switchl cpu




2. Konfigurasi interface VLAN Router 1 (R1)
Tambahkan interface VLAN 10 dan VLAN 20 pada interface bridge1l

[admin@MikroTik] > interface vlan add interface=bridgel name=vlanl0 vlan-id=10
[admin@MikroTik] > interface vlan add interface=bridgel name=vlan20 vlan-id=20

[@wan > vianio o X [EVLAN: vian20 Q%
General LoopProtect Status | Traffic General LoopProtect Status = Traffic
Enabled oy Enabled # Cupy
G % Remove G * Remove
4 Actions i 5 £ Actions
Name  vianl0 s Name | vian2q| ) s
JYPERNEN Reset Traffic Counters SPlAN Reset Traffic Counters
MTU 1500 MTU 1500
Actual MTU 1500 ActualMTU 1500
L2MTU 1594 L2MTU 1534
MAC Address = 64:D1:54:F5:72:E2 MAC Address 64:D1:54:F5-72E2
ARP | enabled ARP  enabled
ARPTimeout + ARPTimeout +
VLANID 10 VLANID 20
Interface  bridgel Interface  bridgel
Use Service Tag Use Service Tag
MVRP MVRP
[ RuNNING | Cancel oK [ RUNNING ] Cancel oK

3. Konfigurasi IP Address VLAN interface R1

[admin@MikroTik] > ip address add address=192.168.10.1/24

interface=vlanil0

[admin@MikroTik] > ip address add address=192.168.20.2/24 interface=vlan20

¥l Address > 19216810.1/24 ¢ x ¥ address > New. LS
Enabled & Copy Enabled & Copy
® Remove
Comment Comment
Address [ 192.168.10.1/24 Address | 192.168.10.1/24

Network  192.168.10.0

Interface vlanld

Cancel

QK

Metwork +

Interface f vian20

Sl o | o
F Address ~ Network Interface

& 192 168.10.1724 1892 168.10.0 vlan20

& 192 168.10.1/24 182 168.10.0 vlanlo

4. Konfigurasi DHCP Server untuk client PC / Laptop dengan interface VLAN 10 dan

VLAN 20

| %' DHCPServer

DHCP Networks
| i New

P Name ~ Interface

Leases Options Option Sets

Relay Lease Time

Option Matcher  Alerts o
Q Find ¥ Fitter [

Address Pool AddA.. IF
f  DHCP Setup

L

{©@ Configuration

DHCP Config



¥! DHCP Setup o ox

Select interface to run DHCP server on

DHCP Server Interface L\rlanlﬂ -]
Status:
Gance [ ot
¥! DHCP Setup oox

Select network for DHCP addresses

DHCP Address Space = 192.168.10.0/24
Status:
concer . (TN O
%! DHCP Setup 50

Select pool of ip addresses
Addresses to Give Out

given out by DHCP server
192.168.10.2-192.168.10.254 -+

Status:

S oo ] v ]

¥4 DHCP Setup o0ox

Select DNS servers

DNS Servers | 11.1.1 = ||+
(8864 J-+
Status
ccet - (230 I
F Mame ~ Interface
dhcpl vianl0

5. Uji Coba pada PC 1 dan laptop

¥! DHCP Setup o X

Select interface to run DHCP server on

DHCP Server Interface = vlanl0 v
Status:
Ganco [ ort ]
¥! DHCP Setup LI

Select gateway for given network

Gateway for DHCP Metwork  192.168.10.1
Status:
IR socc e
v DHCP Setup 0 ox

Select DNS servers

Add DNS
Status
concel (I
¥ DHCP Setup o ox
Select lease time
Lease Time ~ 00:30:00
Status:
O sece ] et
Relay Lease Time Address Pool Add

00:30:00 dhcp_pool0  no

Konfigurasi interface PC dan laptop menggunakan DHCP

lakukan ping pada IP Gateway yang didapatkan

10queus

@@ brd 00:00:00:00:00:00

el state UP grou

noprefixroute e




v Konfigurasi BGP pada R1

untuk R1 dengan konfigurasi BGP sebagai berikut :

IP eBGP :10.20.20.1/30

interface : etherb

AS number : 100

buka menu - routing - BGP

v Buatlah instance baru pada menu BGP

G Instances > bgp 100 o ox

Enabled G
¥ Remove

Name | bgp 100] )

Routing Table +
VRF +
RouteriD +

AS 100 — [+ =
ClusteriD +
Ignore AS Path  +

Cancel oK
v Buatlah template baru pada menu BGP
2G Templates > default o X l
General Extra Attributes Filter
Enabled L
Comment * Remove -
Mame | default]
AS | 100 -
AFl  +
Multihop +
Templates +
Cancel oK

Buatlah connection baru dengan konfigurasi sebagai berikut :

Name : bgp 100
instance . bgp 100

AS : 100

remote address : 10.20.20.2/30
remote AS 1 200

local address : 10.20.20.1

local role : ebgp



2 Connection > bgpl00

General Extra Attributes Filter

Enabled

Comment

Name | bgp100|

Instance bgp 100
Template +
AS 100
AFI  +

RouteriD +

Remote Address ~ 10.20.20.2/30
RemotePort +
Remote AS 200

Remote Allow AS  +

Local Address  10.20.20.1
Local Port  +
LocalRole ~ ebgp

TCPMD5Key +

+ -

v Advertasing network agar bisa terhubung dengan bgp

Buatlah address list pada menu ip — firewall — address list

isikan seperti ini

& Copy

X Remave

O X

@ Copy

» Remove

Cancel

list bgp-network
address 192.168.10.0/24
list bgp-network
address 192.168.20.0/24
y
4 nddressLists > bgp-network o ox ¥~ Address Lists > bgp-network
Enabled & Copy Enabled
Comment SOBETELE Comment
List [bgp—netwurbd ..J List [bgp-ne‘tworl-ci
Address = 192.168.20.0/24 Address = 192.168.10.0/24
Timeout + Timeout +
CreationTime = 2025-11-04 14:53:26 CreationTime = 2025-11-04 14:53:08
Cancel [ OK
v memasukkan daftar address list pada konfigurasi BGP

masuk menu - routing - BGP - filter
isikan dengan output network

bgp-network

0K



2 Connection > bgp100 0 X
General Extra Attributes  Filter
Input Filter  + 5 EA
Input AcceptNLRI ~ + SCHEmOR
Input Accept Communities +
Input Accept Ext Communities +
Input Accept Large Communities +
Input Filter Communities +
Input Filter Ext Communities +
Input Filter Large Communities +
Input Filter Unknown  +
OutputFilter +
Output Selection Policy +
Output Network = bgp-network v
Cancel 0K
v membuat ip statik network advertaising pada tabel routing
masuk ke menu ip - route
tambahkan static route
dst-address 192.168.10.0/24
blackhole : yes / centang
dst-address 192.168.20.0/24
blackhole yes / centang
*! Routes > 19216810.0/24 o ox ¥4 Routes > 192168.20.0/24 o ox
General Status MPLS General Status MPLS
Enabled @ Copy Enabled Eicony
Comment (B Comment % Remove
Dst. Address | 192 168.10.0/24 Dst. Address | 192.168.20.0/24
Gateway Gateway
Immediate Gateway Immediate Gateway
Local Address Local Address
Check Gateway + Check Gateway +
Suppress Hw Offload Suppress Hw Offload
Distance 1 = Distance 1 o
Scope + Scope +
Target Scope  + TargetScope +
VRFInterface + VRFInterface +
Routing Table  main Routing Table main
Pref. Source  + Pref. Source  +
Blackhole Blackhole
Cancel oK Cancel oK

# Konfigurasi Router 2 (R2)

Untuk router 2 (R2) kita akan mengkonfigurasi routing BGP dan WLAN AP

1. konfigurasi interface R2 sebagai berikut :

ether 5

WLAN

:10.20.20.2/30

:192.168.30.0/24



¥ nddress List o X

.5 New ([ Enable () Disable ) Remove Q Find ¥ Filter

e F Address v Network Interface =
| = 192.168.30.1/24 192.168.300 ether3
= 10.20.20.2/30  10.20.20.0 ethers

2. konfigurasi BGP pada Router 2

v masuk ke menu routing - BGP - instance

2 Instances > bgp200 oox |
Enabled B
X Remove

Name | bgp200| ]
Routing Table +
VRF +
RouteriD +
AS 200 - [+ =
ClusteriD +
lgnore AS Path  +

Cancel Apply OK

v masuk ke menu routing - BGP - template

G Templates > default o x

General Extra Attributes Filter

& Copy

* Remove

Enabled

Comment

Name [ defauit| ]
AS 200 =

AFl +

Multihop +

Templates +



v masuk ke menu routing -

Connection > peerl
pe:

General Extra Attributes

Filter

Enabled

Comment

bgp - connection

& Copy

¥ Remove

Name { peerl|

Instance
Template
AS

AFI
Router ID

Remote Address
Remote Port
Remote AS

Remote Allow AS

Local Address
Local Port
Local Role

TCP MD5S Key

bgp200

+
200 =
+

o

10.20.20.1/32

+

100

+

10.2020.2
5

ebgp
+

v apabila terhubung pastika status dari bgp established

Instances Sessions

DG BGP  +  Connection  Templates VPN

Q Find ¥ Filter [
P Name ~ PrefixCount Uptime Remote Add.. Remote.. Remot.. Remote|D Remote Cap.. Local Addre.. Local.. LocallD Local Capab... InputFilt=
| E peerl-1 2 00:04:49 10.20.20.1 100 ip 192.168.20.1 mprrenhe.. 10.20.20.2 ip 192.168.30.1 mprras4gr |

v berikut tabel routing dari Router 2 (R2)

¥! Route List

5 New
P Dst. Address ~ Gateway
DUCI = 10.10.10.0/24 etherl
DAC % 10.20.20.0/30 ethers
DAb = 192.168.10.0/24 10.20.20.1
DAb & 102 168 20.0/24 1020201
AS & 102.168.30.0/24
D & 192.168.30.0/24
DUCI & 102 168 30.0/24 ether3

Q, Find ¥ Filter

Distance
0
0

vX
% al ~
Routing Tab.. Pref=
main

main

main

main

main

main

main
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